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Intro

….Bonggg..bongg..bong.. bing!…And the Wi-Fi card in my laptop has just picked up yet another radio signal from a wireless network. Again, as with most other networks I’ve picked up today and tonight, this one appears completely open and I could easily connect and gain access to the Internet or perhaps an ethernet. Network Stumbler, the program I am running, lets me know by the rather scary “bongg-sounds” that it has detected a network. The higher the tone, the better the connection. It also lets me know the names of the networks I pick up and whether they are encrypted or not. I am wardriving in my car, because I am curious to find out how popular wireless networks are around the area I live, but also to see how many of them are encrypted and who it is that encrypts. It is a very small number. 

Figure 1 illustrates the different kinds of wireless technologies that have been developed.
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As demands for mobility and flexibility in our society increases, so does the demand for wireless technologies. I will focus on WLAN (Wireless Local Area Network) and particularly on the 802.11b standard, also known as Wi-Fi, which covers approximately 100 metres, with a bandwidth of up to 11 Mbps. The IEEE (Institute of Electrical and electronic engineers) and the WI-FI Alliance (formerly known as WECA, a group that has derived from IEEE) defines the standards for WLAN and has, besides the 802.11b, also defined the 802.11a and the 802.11g standards. 

Figure 2 shows how a WLAN may be set up. The PC-AP functions as the access point, transmitting and receiving data from the mobile clients.
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This paper takes point of departure in three companies/organisations that all make use of an 802.11b wireless local area network (WLAN). Their networks are described and discussed from a security aspect in order to estimate whether the security of the different networks lives up to some sort of minimum standard requirement of the particular network, or if they should. Different kinds of WLAN threats are explained as well as what precautions can be taken. To provide an overview, I have sought to match these precautions with different levels of required security in a matrix, suggesting minimum standards. Finally I have tried to reflect on the future of Wi-Fi security.

1.0 Cases 


1.1 Company A

Company A, who wish to remain anonymous, sells wireless solutions to businesses. The network in their own offices consists both of a local area network (LAN) and an 802.11b WLAN. At the same location they also have a demo-WLAN, which is set up for potential customers to test the 802.11b standard with wireless products from Company A. This demo-WLAN is completely separate from the company’s WLAN. It does not have WEP (Wired Equivalent Privacy, the cryptographic protocol built-in to 802.11b) enabled and is thus an open network. The demo-WLAN is only on during the day, while company A’s own network is on 24-7.  Anyone with a wireless card may easily access the demo-WLAN, however, the data security of testers own devices is solely up to themselves. 

The employees of Company A are mainly using the LAN whereas the WLAN is used when employees need to be mobile within the company offices. This is to avoid pulling cables around when employees are away from their workstations and still need to have access to the internet and the company’s ethernet on e.g. their laptops. Security was not a main concern when the “internal” WLAN was set up, as goes for the positioning of the access points. Passing in a car, on the road outside their offices, I was able to pick up the signal, at night, when the demo-WLAN was off. Thus the signal goes way beyond company grounds, and it was strong enough to pass through the metal of the car. The positions of the access points makes it possible for an intruder, outside company grounds to pick up a signal and try to hack his way in. Company A do encrypt their WLAN access points, using WEP. The encryption key is 40-bit and it requires the client to have a similar key in order to decrypt the ciphertext that is sent by the WLAN, in order to gain access rights to the company’s network. 

Figure 3 provides an overview of how WEP works. The access point uses a key that makes use of an RC4 stream cipher which is XOR’d with the plaintext so that a ciphertext is made and sent over the WLAN. To decipher the data, the client must have the same symmetric key to reverse the process and open the message in plaintext. 

[image: image4.png]12

PANTETORA |

)




However, some employees find that using the WLAN is tiresome as the bandwith is halved when the encryption is enabled. Without encryption the speed is 11Mbps and with encryption it goes down to 4-5Mbps and is reduced to 1/2 the “normal speed”. Mind you, this is still a very fast connection to some of us, but may be difficult adapting to for someone used to 10-11Mbps. Also, in the case of dealing with huge file transfers in a company, it may be a nuisance to have to slow down the work process and thus make it more costly. As for sensitive data such as company secrets or customer information, which are under legal a obligation to be kept private, Company A does not have security concerns whether this data should be accessible or not to employees when they are on the WLAN. Thus all company data can be accessed from both the LAN as well as the WLAN. The firewalls on the company computers appear to be the main, if not the only, protection of data. If any sensitive customer information was to be compromised from the WLAN, it could result in damaging court cases. 


1.2 Company B 

Company B runs an annual IT-conference held in Denmark. They made use of a WLAN during their conference this year, allowing participants to be online and mobile on their own devices, as well as taking part in question & answer sessions at the conference. The organiser behind it chose not to encrypt or use any other form of security on the network other than keeping the WLAN completely separated from his own network. By not taking these security measures he was able to provide a service of fast internet access. In other words, he chose to view the "non-secure" WLAN as an open network, the strength of which, is the lack of security and hence, the ease of connection to it for anyone attending with a wireless enabled laptop or PDA. In order to see how much the WLAN was used during the conference, he ran a program that monitored and logged the number of computers connecting. It also allowed him to see who was using the network. He explained that only a minority of the participants chose to make use of the WLAN and that this minority were people he grouped as pioneers. He believed that these users would realise the potential threats of using WLANs and he therefore expected them to already having equipped their devices with suitable security software. As in the case of Company A’s demo-WLAN, it was up to the WLAN users at the conference to secure the information on their devices as well as the data they would send over the network.


1.3 Company C


Their vision is to provide expertise and help for users, companies or organisations that either wish to set up their own WLANs or want to be part of their network. They are in their upstart phase, and are pilot testing a WLAN that lets clients access the internet in certain cafes. As for now, the company is checking to see whether there is a market for WLANs in these cafés and currently 600 people have signed up for their newsletter, which could indicate some sort of interest. I tested the network in one of the cafés with my laptop and Wi-Fi card and was immediately allowed access to the Internet. Their WLAN is, just like Company B, a completely open network with no WEP encryption, and the user is responsible for protecting his own data. However, according to them, this matter will change once the testing period is over. They plan to make the WLAN in the cafés a closed network which users must subscribe to, in order to access it. Included in the subscription price, will be a VPN (Virtual Private Network) security solution, based on IPsec (Internet protocol security). The user must have (and most likely already have) the VPN client software that comes with Mac OS and Windows. This software can then communicate securely with their VPN. 

Figure 4 illustrates a WLAN set up, using a VPN client and VPN server.
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Other than that, Company C view security issues as a matter of attitude, or perhaps rather a matter of changing users’ attitudes towards securing their own devices with firewalls and anti-virus software. Possibly, it’s also a lack of knowledge, information and realisation on the part of many users. The director explained that they believe that it is often necessary for users to change the way they handle their computers in order to obtain security.
It was, however, a surprise to learn that the private WLAN in the offices of Company C is not secured. Apparently it is due to the company, “…simply being too lazy…” to set up the measures. They share offices, as well as a WLAN with another company, but are not partners in business. It is noteworthy that this sort of “loose” network security seems to be rather widespread, at least in the companies I looked at.

2.0 Risks with WLANs

I have tried to gather some of the potential risks there are when deploying a WLAN, as well as giving an explaining of them. 


An unauthorised user will gain access to system resources
Due to the fact that radio waves can travel through office walls and down the street, it can often be simple for an outsider to gain access to a wireless network if it is not properly secured. In some cases, this could even occur unintentionally as the radio NIC (Network Interface Card) will automatically switch to whichever network’s signal is stronger if there are no other authentication requirements. In these circumstances an unauthorised user could incur bandwidth charges for the WLAN’s owner and/or use valuable bandwidth on the network as well as creating legal problems if they, for instance, sent spam from the network.

An attacker will gain / alter network data
If adequate security precautions are not taken then it could be possible for an attacker to access sensitive information on a company or individual’s network for his own private gain (e.g. credit card or customer data) or to manipulate or change data on the network. This could even be done passively by monitoring and logging data being sent over the wireless network.

An adversary will attempt to jam your wireless network
A business adversary may attempt to jam your wireless network through the use of high power wide-band radio transmission. This could in effect bring your wireless network to a standstill at an inopportune moment and give the attacker some form of advantage.

DoS (Denial of Service Attack)
An attacker could flood the access point with traffic, set up another network on the same channel, and so activate the collision avoidance systems in 802.11, or attempt to download huge amounts of data from the access point. These could result in a denial of service to legitimate users on the network.



Rogue Access Points
Due to the low price of access points and their relative ease of installation, it is easy for an unauthorised manager in a company to buy and install an access point without the administrator’s knowledge. He could quite likely connect this AP to the company’s wired network, bypassing the firewall, and so allow unauthorised users access to the company’s resources. Another scenario is one in which a disgruntled employee or outsider installs a covert access point into the company’s wired network in order to monitor and collect sensitive company information from outside the building for corporate espionage. A different threat to consider is the integrity of an unknown access point, such as an open network that you may connect to, for instance when travelling. It is possible that the access point has been established in order to snoop on personal information that unwitting clients may send when connected to it or to gain access to the files on the client’s device. Although this scenario is unlikely, it is nonetheless worth keeping in mind when connecting to unknown access points.

3.0 Security measures for WLANs
3.1 The open WLAN


Probing the issue of WLAN security, it seems plausible to suggest that it is the minority of the people employing wireless networks that take any kind of precautions to secure their network. At most times, not even WEP is enabled. It is surprising that this simple security precaution, one of the minimum measures to take to protect your WLAN, is so little used. Unless, of course, “no security” is exactly what you are after. 
In the case of Company C’s open network, it is the ease of connecting to the internet that makes it so attractive. The no-security “mode” makes it as straightforward as possible to get connected. However, one may argue that the provider of the network still has an obligation to “take” certain security precautions, whether the service is free or not. These measures could appear as guidelines or good advice on how to use the open network. Imagine that a user connects to a wireless network and the first web page that appears on the screen welcomes/notifies the user that he is on the particular network. This information could also appear on the home page of the WLAN provider. The page should inform the user of: 

· What is an open network?
What an open network means, in the sense, that it is not protected by encryption or any other security and thus privacy may be compromised. 


· Protection of data

The minimum security-applications the user is recommended to run in order to protect his data when connecting (firewall, anti-virus software), and perhaps links to download these.


· Safe operations

What operations are safe to perform, e.g. that it is safe to perform transactions if SSL (Secure Socket Layer) is enabled. Most sites do use SSL for transactions. 


· Checking email

That it is advised to run encryption software, like SSH (Secure Shell), for checking email in order not to compromise privacy, integrity and authentication of the mail. 
 

· Unsafe operations

What operations one should not do, like sending plain text passwords or other sensitive, un-encrypted information.

· Good Practice

What is “good practice” when using the network. The provider may work out some “Terms Of Service” that will advise users on “how to behave”, e.g. it may well state that spamming is unacceptable or that it is not good practice to continuously download movies and thereby use a large amount of bandwidth, limiting other users.

Informing the user about these precautions is a must, especially in the case of novice users, who may lack an understanding of the WLAN’s operations. However, most of these precautions are measures that any user should take, no matter what kind of network they use. You are just as prone to have your credit card number stolen on a wireless LAN as on a wired LAN, if you use it on an internet site without SSL. Taking point of departure in this, one could argue, that any internet provider should be obliged to give a minimum of guidelines to its users, in order to secure the privacy, integrity and authentication of data. This is a point that the director of Company C also realises as they plan to advise users on how to secure their data. Surprisingly, there are still a lot of people connecting to the internet from their own devices, whom have not even installed a firewall (e.g. very few hands shot up in IT-security class when asked whether they had a firewall installed). Walking through Kastrup Airport in Copenhagen, I came across the airport’s Wireless Internet Zone. Immediately a page loaded in Internet Explorer, welcoming me to the “Wireless Access Zone”, stating that I may proceed to payment in order to access the internet. The next page can be viewed below.
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At the very bottom, in small writing, it is stated that the “…confidentiality, integrity and quality of the information transmitted are the sole responsibility of the user.” This, unfortunately, appears more as a disclaimer ensuring that the provider won’t be caught up in legal trouble rather than a guideline for the user on what to beware of when using the WLAN. Thus the novice user may log on without knowing that he is prone to being monitored or “attacked.”   

3.2 The company WLAN

Wardriving through an industrial estate in Copenhagen I managed to pick up about 10 WLANs, of which only two had WEP enabled. The other eight appeared to be completely open to anyone who might want to access them. As I didn’t venture into the law-breaking matter of attempting to access the companies’ networks, I can only speculate as to what I might have accessed. Possibly the internet and potentially company files. Company C’s internal offices, as well, did not have WEP enabled. Why do these companies not even enable WEP? The companies may argue that the protection they get from WEP is so little and so easy to break, that it wouldn’t make any difference to the determined hacker whether WEP is enabled or not. Another argument, as in the case of Company A, may be that the encryption slows down the throughput of data, something that a company may not be ready to accept. However, it seems that the companies are missing out on the point that any security must be better than none. Recalling the ten wireless company networks; had the war-driver been someone who wanted to access any network, for the heck of it, it would be very simple, and faster for him, to access one of the eight unencrypted networks, rather than trying to break through WEP on the two companies that had enabled the encryption on their networks. Another critical issue rising from the set-up of Company A and Company C’s respective WLANs, is the fact that the ethernets of the companies may be accessed from their WLANS. This makes them prone to an intruder gaining unauthorised access. As in the example with the eight open networks, WEP is not enabled on Company C’s WLAN. In addition to that, they seem quite open to corporate espionage, as they are sharing their WLAN with another company. Company A does make use of WEP but in order to secure the data on their ethernet, extra measures must be taken. One way would be to place a firewall between the ethernet and the WLAN and properly configured, it should prevent unauthorised access from the WLAN to the ethernet. This does not prevent anyone from snooping though, as the traffic on the WLAN may still be monitored, once the WEP encryption has been broken. Therefore it may be stated in a company’s security policy, that certain sensitive data should not be sent over the WLAN.

3.3 Network Security Policy


Companies, such as those mentioned here, are likely to save themselves from a great deal of trouble if they choose to develop and implement a detailed Network Security Policy. The security policy should help employees to prevent threats, deal with any attacks that may occur, and to recover from those attacks as quickly as possible. In their paper “Security Issues in Networks with Internet Access”, 1997, Landwehr and Goldschlag suggest a number of “Principles for Secure Networking” that companies may base their own Network Security Policies on. These are some of the questions that a company’s security officer should consider when creating this policy:

· What are we trying to protect?

Are we trying to protect privacy, integrity or availability of the data?

· What operations are authorized?
Are all users on the company’s networks allowed to access the whole network, and invoke all operations on it? For instance, are accounting operations restricted to accountancy staff or can any system user invoke these operations?

· What is the security perimeter?

Should the WLAN be outside the company’s trusted security perimeter? If so, then the ability for any client on the wireless network to connect to any or all of the files on the ethernet and company operations could be restricted, i.e. directories holding particularly sensitive information or operations such as the sales systems could require to be accessed from the ethernet.

· What are the network’s hardware and software configurations?

The security officer should know the hardware, software, and protocols being run on the system.

· What are the vulnerabilities of the system’s configuration?

The weaknesses of the system and how it could be compromised should be known. It is also important to keep up to date on system updates and patches.

· Where are the threats likely to come from?

Are they likely to be from disgruntled employees, vandals or industrial spies?

· Authenticate access to systems

Authentication allows the system to decide whether the user is allowed to access specific resources and operations on the system

· Maintain audit logs

This helps to determine if and when a security breach occurred.

· Develop a plan to detect and respond to security incidents

Decide in advance whether services should be shut down, how to restore lost or corrupted data, and how to trace the attack and restore normal operations.

· Ensure individual accountability

One individual should have overall responsibility for system security and day to day security should be made straightforward for all system users. All users should also realise that they will be held individually responsible for security on their resources.

3.4 WLAN Security Initiatives


In order to set up a secure WLAN there are several techniques one may deploy.

· Minimise radio coverage in non-secure areas
One of the primary ways to secure a WLAN is by using the same physical boundaries that provide a first line of defence to wired networks. Hence, if the WLAN signal can be limited in such a way that it stays within a secure area, such as an office, then a would-be attacker would have to gain physical entry to the premises to gain access to the network. This may not fully secure the network, however, as in some locations a determined attacked could sit outside with a directional antenna aimed towards the office, and receive a strong enough signal to connect to the WLAN. It does strengthen the network’s security though as the attacker would first have to know that the network existed and it would initially be more difficult to detect from a passing car.

· Provide physical security for access points

Access points should be installed out of reach of office personnel to minimise the risk of hardware being reset, swapped with an unsecured unit, or otherwise tampered with by attackers. Preferably, units should be fitted in hidden areas such as above ceiling tiles.

· Switch off SSID transmission
Some APs allow the option of switching off the SSID beacon signal that transmits the identification of the network in the beacon frames that are sent several times a second. Operating systems such as Windows XP and programs like Network Stumbler will then fail to detect the network and configure settings on the radio NIC. A would-be attacker would then have to resort to other more complex methods such as using an 802.11 packet analyser to discover the SSID before he could connect to the network.

· Enable 128-bit WEP
Although the WEP protocol was found to be flawed it remains much more secure than using no encryption at all. Enabling it encrypts the data passing over the WLAN, and thus makes it much more difficult for a hacker to analyse. It would take several hours as well as a much more skilled individual than the average snooper to gain access to a network protected by WEP, and hence WEP provides adequate protection for most networks. Unless an attacker specifically wants access to your WLAN, he is more likely to go down the street to a less secure network.

· Change encryption keys regularly
WEP becomes much more secure if its keys are regularly changed. If an attacker has already gained access to the network, he will have to go through the time consuming task of monitoring your network in order to break the new keys, and access it again.

· Use shared key authentication
Many current WLANs provide the optional feature of shared key authentication. This helps prevent unauthorised NICs from connecting to the WLAN by sending a string of challenge text during authentication, which the radio NIC then encrypts with its WEP key and then sends back. However, a determined attacker can break this transmission.

· Enable MAC filtering
Each wireless card has its own signature MAC address and many access points allow the creation of a list of MAC addresses that are allowed to connect. Hence, the access point will reject anyone attempting to connect with a different MAC address. Although it is not difficult to alter your machine’s MAC address by software, this does present another hurdle for an attacker, and will help keep out less determined adversaries. This option may be unfeasible for a large company, which would have to keep records of every employee who obtained or bought a Wi-Fi card.

· Use static IP addresses
Many hosts use DHCP (dynamic host configuration protocol), which automatically assigns IP addresses to users as they connect. Disabling this requires that each client already has a specified IP address in order to connect to the network, further helping to prevent unauthorised users from connecting. Again, a determined attacker may gain this information. Dealing with a multitude of IP addresses may cause large companies administrative problems.

· Use firewalls/other method to separate WLAN from wired LAN
If a company is installing a WLAN, it should carefully consider what kind of data the WLAN is allowed to carry. Should it only be for internet access? Should it be a separate network from the wired LAN? Should sensitive data be restricted from passing over the WLAN? If it is to be connected to the wired LAN, then it should be firewalled. Many office WLANs are installed in such a way that they by-pass the firewall that protects the LAN from other external threats.

· Use additional security applications
In a lot of ways WLANs can be likened to the internet, and many would argue as to which is the more secure. Numerous security applications that are used for protecting data on the internet can also be used to protect data travelling over a WLAN, such as VPNs, Ipsec, SSL, and SSH.
In the case of a VPN, it would be installed on the user’s machine, and all data being sent over the WLAN would be encrypted by it until it reached the destination VPN (i.e. on the company network), in effect creating a secure tunnel.

· Use specific WLAN security packages
There are currently many security packages on the market, which are designed to help secure WLANs. There are several mutual authentication systems such as access controllers, 802.1X protocols, and RADIUS (Remote Authentication Dial-in User Service) servers, which help verify that a client has legitimate access rights to the network. Apart from securing the data that travels over the network, there are also tools, which will alert administrators upon a rogue device connecting to the network, and even automatically triangulate the attacker’s position. In this way, access can be controlled to geographical locations (such as barring access to devices wishing to connect from the car park), and if an attacker is detected, then his/her position can be found.

4.0 Matrix


As well as summing up the security of WLANs, this matrix provides an overview of what precautions one should deploy at certain levels of required security, thus suggesting minimum standards for different environments. It illustrates that different degrees of security are needed in different contexts, thus a security level depends on a particular context. The matrix is to be understood as the degree of security rising as one moves towards the right, thus when on a particular level, the mentioned security precautions to the left of that level, are included in the suggested minimum requirements of that particular level. This means that the level of “Financial Institution” includes all the minimum requirements mentioned in the matrix.

	
	Open Network
	Home User
	Small Business
	Financial Institution

	Types of security

on network
	
	Change default SSID & password

Turn SSID transmissions off

Enable WEP

Change encryption keys regularly

Enable MAC filtering

Use static IP addresses

Use shared key authentication

Firewall
	SSH tunnelling for email

AP outside of 

Firewall
	VPN

802.1x authentication

Dynamic WEP keys

Access controller



	Safe to do
	SSL web transactions

General web browsing
	Most activities
	
	

	Unsafe to do
	Send plain text passwords

Viewing sensitive data
	
	Transmission of highly sensitive data
	

	Precautions
	Disable file sharing on your pc

Use personal firewall
	
	
	Scan for unauthorised APs


5.0 Conclusion: Wi-Fi Security in the Future

Figure 5 predicts the wireless office 
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As we have seen, the biggest security problems affecting wireless networks today are the poor security offered by WEP but more so, the fact that few networks have WEP, or any other security enabled at all.

The vulnerabilities of WEP have been well publicized, affecting its perceived security, and hence slowing its growth as companies and individuals avoid installing it, and continue to use wired alternatives. The Wi-Fi alliance and the IEEE are therefore working on a new, more secure protocol to improve the 802.11 standard, which will be called 802.11i, however, it is not expected to be available until late 2003. In the meantime, the Wi-Fi alliance realises that something needs to be done, and so it has announced WPA (Wi-Fi Protected Access) for the interim. This features a subset of the 802.11i standard and includes better key management and user authentication options. Although these features are not yet the bulletproof enhancements that many networks need, they are acknowledged to be a major improvement over simply using WEP, and importantly, most existing hardware can be updated to run it with a software download.

Already, however, flaws have shown up in WPA, in particular its vulnerability to DoS attacks. In the event of a WPA protected access point sensing an attack, it has the ability to automatically shut down the WLAN for one minute, thus making a DoS attack simple for a business competitor to implement on a company’s network at a crucial time. Although this weakness should be easy to override in the access point’s software configuration, it is another example of the care that should be taken in setting up a secure WLAN, and the consideration that should be given as to whether this form of attack is likely to occur against a network.

Although it’s clearly possible to make a WLAN very secure, doing so in certain cases requires some degree of specialist knowledge. The future will certainly be wireless, whether 802.11 gains full acceptance or not, as people no longer want masses of cables connecting every electronic appliance that they own, and wireless connectivity will continue to drop in price compared to hard-wired solutions, especially in terms of installation costs. The current bad press created by WEP’s weaknesses, and many organizations failure to activate it could delay general acceptance of secure wireless networking due to the media often dubbing Wi-Fi as insecure. This immediately stops the majority of the general population from implementing a WLAN. Due to wireless networking no longer being a niche product, the ‘out of the box’ security of it will have to improve so that novice users can implement WLAN systems that are simple to set up securely. If this is addressed properly and promptly by the Wi-Fi Alliance then we could be at the beginning of an explosion of wireless networking and communication devices that are cheap, secure and fast. However, if they produce another poor security implementation such as WEP, or a complex configuration that confuses novice users, then abundant use of wireless networking could be delayed by years.
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